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ABSTRACT

Crime has several forms and these thrive mainlylust for power, thirst for ego and quest for wealth

Crime promises rewards, albeit with huge risks, clvhiure the person to commit the crime. The thimdsch are

constantly changing in the field of crime are itgnfi, complexities, modus operandi etc. In the warldcrime Drug

Trafficking is arguably the most serious as wellhasous type of organized crime which hampersett@nomy of the
nation and also has its social and political artividual consequences. Things become more complenwo physical
transfer of drugs takes place but still the crirhdrag trafficking is commenced, this is when thefftcking takes place in
the virtual cyber world but actually the crime isifg committed in the physical world. This papeaisattempt to get
insights into one such type of Cyber induced Drugfficking case with the help of the study of alregse, in which the
researcher tried to examine the complex modus agdeaglopted by the offender in detail. And alsorésearcher had find
out the problems faced by investigation agenciesthiidology adopted was exploratory in nature, esttenstudy of the
case from every possible angle is done and alsintbeview of the investigation officers and NDR&lges is conducted
with the help of Interview Schedule and Interviewi@ to get insights into the prevalent problem®im governing

legislations which are often misused by the offeade evade the law process. Some suggestionsaiswvdeen provided

on the preventive strategies which can be adopted.
KEYWORDS: Drug Trafficking, Cyber Crime, Modus Operandi, Istigation Problems
INTRODUCTION

The changing trend in criminal activities has noltyogone beyond the imagination but also had cbsdlethe
borders and limits. One term which can describé $yige of crimes is transnational crimes. Transmai crime in leman
language can be defined as an organized crimes tttednout of the bounds of borders. There are mfmmgns of

transnational crime, to name few are Drug TraffickiHuman Trafficking, Cyber Crime, Internationariforism etc.

Drug trafficking is a revenue powered endeavor tbaerates in compliance with traditional principle.
Drug trafficking appears to be simple and efficieathnique to obtain revenue around the globeprebsing boundary
less setup the world is now facing (J. McClom, UNOD

CLASSIFICATION OF DRUGS
Drugs can be classified into three categories
Narcotic Drugs

The term Narcotics in its medical meaning refersoppum derivatives. The examples of narcotic drags
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Opium, Morphine, Heroin, Cocaine, Cannabis, Maripiaetc. More forms of narcotic drug include Bhafgnja,
Charas or Hashish etc.

Psychotropic Substances

They are prescribed drugs, and mostly come in tmen fof pills. They affect the user's brain activiand
mental state. The examples of Psychotropic subssaace Methadone, Barbiturates, Lysergic Acid Bietinide (LSD),

Phencyclidine etc.
Pure lllicit Synthetic Drugs

Also known Amphetamine type stimulants (ATS), oulxldrugs which are mostly abused in clubs, discos,
bars etc. The examples of such drugs are Amphetafatstasy, MDA etc.

Precursor Chemicals

Usually all major narcotic drugs and psychotropibstances are manufactured with the help of chésnazdled

precursors. The most common examples of precuaseracetic anhydride, ephedrine, potassium pernmangatc.
DRUG TRAFFICKING

Two of most significant problems of today’s societe illegal drug trafficking and drug abuse (Bagl2001).
Approximately 5% of the world’s total populationeudrug at least once a year, which estimates ar@0@anillion people
worldwide (UNODC, 2007). Around 16 million userspeged upon illegal drugs in their day to day liveNODC, 2007).

Drug Trafficking has turned out to be a phenomewih intensifying number every passing year. Thisvalent
act has turned out to be a universal concern,iogeaminous signs and moral fear topically. Becanfsit,s geographical
position, India has a strategic place in the tciffig and smuggling of international illegal drugd.present India is not

only treated as a transit country, but has alsotmeca real prospective industry for drug trafficker

Drug trafficking is perhaps not only a kind of tsmational crime but also arguably a type of orgashizrime,
because in order to international trafficking tketalace, a proper plan needs to be executedfatetit hierarchical levels

of the traffickers organization.
Impact of Drug Trafficking

Drug trafficking, trading and its use affects ttem®omic and social policies of the country, hampkessystem
and adversely affect the future of the countrys l global problem, not just confines to one shatiespreading all over the
world just like virus, infecting every society. Theorse impact of this crime is that it effects timest ambitious and
dynamic portion of our society that is the youngstdhe young people coming from weaker sectiorthef society,
who initially engage in the transportation but fafells for the addiction, are also the soft victiof such crime.
It is not only attracting males but also femalesnfrall over the world are getting involved in subhsiness.

Thus the economic and social loss of the life efgieople and the wealth of the nation is very hafak estimated.

In recent times, there has been significant devety of the communication system, transportatistesy, and
technology, which in turn has worked as a fuelhia fire of drug trafficking cases. This is a busmevhich yields huge

amount of illegitimate money, which in turn giveisthy to the crime of money laundering, for the gaent of the money
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generated. The revenue thus generated is at tenesed for fulfilling the terrorist activity purpes and even surreptitious
dealing in arms and ammunition.

Often the drug trafficking organization resultspalitical nexus. It can be also said that many gtdalists are
financed by the drug, and also they are able tapestrom the process of law that causes big hartimeteconomic as well
as social development of the nation. It is a ch@iocess as significant factors of drug traffickimgdeveloping and
underdeveloped countries are lack of employmentodppity, poverty, illiteracy, migration and poomwgernance.
Therefore, it can be said that Drug Traffickingpise such crime which is seriously hampering théaseconomic growth
and multi dimensional growth of the country.

Emerging Trend in Drug Trafficking

Although Drug Trafficking is in itself a complexiore which is at times difficult to investigate khtngs become
more complex when drug trafficking is done in thlyer world. When illicit smuggling is done with thelp of internet
and computers, it might be called cyber infusedydrafficking. In these types of crime the ordeplaced online from any
corner of the world, and the money transactiorise done online only. Irony is that the supplieosi’'tl know the receiver
and in the end the receiver will receive his drfrgsn any corner of the world, the whole proceduas humber of layers

which becomes very difficult for law enforcementagies to penetrate.

In contrast to regular pharmacy ‘Internet Pharmasythe extension of e-commerce in the pharmacystig.
Through websites, orders are received; they arenttsled and passed on to the suppliers of drug,mdy be sitting in
any part of the world. After receiving the ordersthe supplier, they the source the drug illegaltg orders are being
executed through couriers and pass on the trackingber of the individual parcels to the websiterafigs. Payments are

received online through credit cards, debit catds e

Many people are involved in this business as ié$s risky and promise the anonymity to the offentiost of
the times educated youngsters, professional likepeer experts, engineer are involved in order &kenquick money.
The most common drugs sold using this method atiedepressants, anxiety relieving drugs like diareplorazepam,
codeine, alprazolam etc. As per NCB annual re@®07), first case of illicit internet pharmacy wassted in 2002 in
which around Rs. 40 Crore was seized and 4 pemsersarrested, on the similar grounds in a joirgrafjon by NCB and
DEA in the year 2005 another internet pharmacyetuelas busted in Agra and Jaipur in which 20 pewglee arrested.

Magnitude of the Problem

Magnitude of the problem in the industrialized aledeloped countries demonstrates that the harmfiukince of
Drug Trafficking neither recognizes the border tigr stages of their development. The drug traffigkincidences have
been on rise from the past few years and the persmolved have blossomed over times in spite @& punishment

awarded under the law because mostly they aret@lglscape the law procedures.

According to International Narcotic Control Boardport 2010, India holds third position globally the
pharmaceuticals production by volume and is stieddly geographically located which makes Indiaadmactive source
of precursor chemicals. Narcotic Drugs like Herddocaine, ATS and Methamphetamine are produced tivtthelp of
precursor chemicals. The chemicals are traffickaibus region like Pakistan, Iran, Europe from éndtresently Chennai

is the mostly used transit point for traffickingmrecursor chemicals to South-East Asia.
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In the year 2008, in USA more than 1 megaton ofigsephedrine was seized, which was shipped frona.Ind
Also India’s illegal drug trades with Mexican Drugrganizations have increased from the past 5 years.

(International Narcotic Control Board, 2010).

The statistics released by the Narcotics ContraleBu indicate that from the year 2000 onwards shihas
despite of large number of arrests the convictate is very low in such cases. There can be maasores behind the
conviction rate being so low, it can be relatednieestigation procedure, lack of coordination amahng investigating

bodies and states etc.

The statistics from Narcotics Control Bureau inthsathat the conviction rate of drug traffickingsea is around
44.22. The percentage of conviction was fund tdighest in the year 2008 that is 77.8 % and wasddo be lowest in
the year 2003 that is 15.59%. Despite of increasmyiction rate, the average conviction is stérywlow which is not

even touching the 50 % of the total.

“The conviction rate in drug offences is rather ldiwvas 48.8% in 1995. The acquittals mainly redule to non
observance of statuary and procedural safeguazd&he enforcement officer failing to volunteer Beif for person search
before conducting the personal or house searcheofitcused or failure in offering to have the aedusearched by a
gazetted officer or a magistrate. It is being comtlated to amend the act to plug the procedurgHotes and to calibrate

punishments by grouping the offences”, Madan Lar8ta, Joint Director, CBI.

In the last three decades drug traffickers haveendvom domestic based enterprises into large swat@nal
organization. This is due to the fact that druglérés one of the world’s largest profit centerscéing to UNESCO’s

monthly publication source, the drug industry tuomer 400 billion annually.
REVIEW OF LITERATURE

Today, drug trade represents a $300 billion busime®ry year which is equivalent to 60,000 croresipees.
This is more than the GNP of many countries (Melitsha “Prevention of Drug Abuse and Alchoholism”909.
To a large extent Drug Trafficking is domained lsgamized crime groups whose sole motive is to §aancial profit and
power. (Stamler, 1984). A research done by Unitatidd Social Defence Research Institute in 1988dfithat Asia and
Africa are somewhat similar and are mutually wogkitogether in the manufacturing and trafficking tbé Drugs.
The resemblance can be found in their socioecormaticibutes. Both of these continental areas,ghdwaving assorted
cultures with {respect to history of drug use, purit weather conditions and biological belt quiteprapriate for
flourishing opium poppy, cannabis, khat, and othetlized for usage} by localized populations asyanbolizing things

illegitimate trade and smuggling into wealthieram®f the globe. (Cotic, 1988).

Felonious associations seem to be strongly assdciat the cocaine trade followed by trade in oiate
Drug Trafficking activities of such group were alsentered on Cocaine, Heroin, Cannabis, Methamptteerand
Amphetamine. The statement was based on the fathtiw Drug Trafficking is still the key businesstiaity for more
than half of the organized criminal group. (Pieteaimn, UNODC). Tribulations linked with illegitimarugs are also
linked with politics, economics and social life,istnot only confined to people’s wellbeing (Bagl@p01; Madi, 2003;
Makarenko, 2002; Chris, 2001). According to CaRid02, the worldwide illegitimate drug industry’sofit ranges from
$13 billion to $500 billion.
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The huge amounts of money gained by the illegdficking of drugs have lured organized criminalsoirthis
souk (Chris, 2001). Drug traffickers adopt numertaehniques to protect their market, which inclutsgsorism, violence
& fraud (Curtis & Karacan, 2002).

Narayanan & Broadhurst (2008) in their study idiéedi the common problem encountered by the law
enforcement agencies associated with the changing bf transnational crime. The author identifibsttthe major
problems arising because of the changing patterasvaak law enforcement, cultural diversity andklaé common
strategies in respect to illicit markets and alsinfed out that the lack of coordination acrosshbeders is also a major

problem that come across while dealing with tratisnal crimes.

While talking about society, the drug businessasyvmuch related with judicial, political, and seeconomic
unsteadiness in community (Fenepetovm 2004; MakareR002; Madi, 2003; UNODC, 2007). Fenepetov, 2004
Madi, 2003 argues that in countries where drug esimre rampant, the organized gangs have add amtade on

political and economic dimensions that in a way para the government’s aptitude to brawl corruptiod crime.
OBJECTIVE OF THE STUDY
The broad objectives of the paper are:
* To examine the modus operandi of real cyber indualred trafficking case.
e To study the problem and constraints that comessaarhile investigating these cases.
» To suggest some preventive measures that can ée italrder to control drug trafficking.

RESEARCH METHODOLOGY

Research Design

The research design adopted for this study is Eafoy in nature as the problem taken up has nenh libkat
much investigated so far. Thus the exploratoryaededesign shall be useful in bringing out newdand finding related
to the problem.

Sampling Design

Purposive sampling and case study method is usembfwucting the study.

10 NDPS Judges, 15 Investigating Officers, 2 UNO@Esonnel and 1 Forensic Expert were interviewegketo
insights into the problem and constraints that caemss while dealing with complex cases of Druaffiaking and also

one extensive case study of cyber induced drudidkafg is done to know about the recent emergirend in Drug

Trafficking by investigating its modus operandi.
Source of Data Collection

Primary Source: The primary data will be collected with the help semi structured interview schedule,

Interview Guide, Case studies, observation, doctsneta.

Secondary Source:The secondary data will be sourced from books aath by Indians as well as foreign

writers, national and international journals, poer studies, articles and the internet.
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Data Analysis

For analyzing the data Triangulation approach tdlused, which points to the value of utilizing tipié¢ data

collection techniques, such as a combination @frinéws, government data, & observation to expéoresearch question.

CASE STUDY
Offender’s Profile

Sanjay Kedia, 31 years, a young male who complete&achelor of Technology degree from one of tiinent
institute of the nation that is Indian Institute déchnology, Delhi after that completed his masierdnformation

Technology from USA.
Offence

Sanjay Kedia is said to be king pin of a big orgadidrug trafficking over internet racket havingy& based
partner Steven Mahana who owned 49% of stakes idiake organization. He used to do illegal tradiny i
banned/ controlled drugs by supplying those dragsrious countries like USA, Canada, and Swedentetreby earning
around US $ 5000000 per month.

Modus Operandi

Offender alleged to have designed many online pheenticals, medicine delivery companies like
Xponse Technology Pvt Ltd, deliveredmedicine.camevalurpharmacy.com etc. They were front end niargevebsites
like brotherpharmacy.com and backend websitesléksRx.com. Backend websites used to process tiersoof drugs
through frontend websites (there were around 748sites which were active on the same IP address3oR (drug addict)
sitting anywhere, at any corner in the world caceas the websites and place the order of the edfjdirugs. The drugs
mainly trafficked were Phentermine and Butalbitathe customers all over the world. Phentermine jgescribed drug
used as an appetite suppressant. Chemicallyait emphetamine and a psychoactive substancesitaan stimulant for
the central nervous system and might lead to haklions. (Phentermine and Butalbital are both meed in the
schedule 1 of NDPS Act, 1985).

When a customer (drug addicts) places the orderra fised to appear on the screen, which was netedeel
filled by the customer and after that it was sukenlit Orders were also placed with the help of tadk numbers.
Customers were promised complete anonymity anceldrgg quantity. The server in the USA transfees data to the
server in New Delhi, and that data was pulled frbelhi server to Kolkata server through file tramsfegrotocol.
The payment was made through an internet gatewashvid designed by Sanjay Kedia called PAYNOVA witle help
of credit cards. PAYNOVA was sold to some persoswitzerland and is still active for all the dicegnsactions on the

internet.

After the payment is received, labels were credtading the registration number and stamp of treatavho is
geographically nearest to the customer. The ldhed generated appears to be authentic. As per Nfeials a database
of doctors was built by Sanjay Kedia which includdmttors’ registration numbers and the list of éinags which they
used to prescribe. The prescription generated teddactors’ forged signature, registration numbet the patient’s basic
details. Thus, the labels were send directly topt@rmacy located nearest to the customer andhtiwemist believing it to

be genuine will supply the drugs to the customgpaaently he made over 2 crore a month, througvél®sites.
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Figure 1

At the time of trial the main problem which arissas that, although the crime committed by the aféenwas
Drug Trafficking and was booked under 24, 29 & 3WN®PS Act 1985, but Kedia lawyers argued that Samjedia has
nothing to do with this online trafficking busineasd has been falsely implicated. They also saitl ttheir software and
websites are being misused by some third partylyittzey took the plea under section 79 of IT A2900 which states that
“Intermediaries, like Google, Yahoo, Facebook et rzot liable for third party information if theyoserve due diligence
while discharging their duties”, under this secttbe offender tried to save himself by arguing thatjust provided the

IT platform which was misused for the traffickinfdrugs.

Challenge for Investigating Agencies (As Discussdalring Interviews)
* Use of encrypted data to establish and maintaiin thieninal network across the international bosder
* Internet was used as a medium to buy and sell NDv¥e§s.
» As such there was no physical movement of drugs fsae place to another.

* There was no physical recovery of drugs (Under NPRS1985 most of the time punishment depends upen

guantity seized).
e Clashes between different sections of differentag observed (NDPS Act 1985 & IT Act 2000).
» Internet Service Providers didn't offer much sugpothe due course of investigation.

FINDINGS AND DISCUSSIONS

Problem in our Governing Legislations

Despite of the fact that we have one of most strigact to handle the Drug Trafficking cases tisalNDPS,
1985, still the conviction rate is just around 44#tich means that around 66% of the accused amegaldvantages of the

loop holes and lacunas that our governing act has.
Interview Findings
* Section 9A, 25A & 54 Reward

Under this section the investigation officers aswarded if some seizure is done by them (dependog the
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case and the quantity) but these sections doesEtinto the account the precursor chemicals usethé manufacturing

of the drugs, in a way it gives such impression puessession of precursor chemical is not a crinadl.a
» Section 27 -Commercial Quantity/Small Quantity

This section talks about the quantity of drug tbah be possessed for the personal medical consamatid
categorize the drugs in the small and commerciahtjty. As per NDPS notification 5 gram quantitydstig is acceptable
for the personal consumption for medical purpobes,at times 5gram quantity is too large for certéiugs which give
encouragement for drug trafficking and drug abuse @so in case of few drugs 50 grams quantitpisidered as small
quantity and above it, it is considered as comnaéiiantity, which at times creates confusion fo¥ triminal justice
functionaries, because if the quantity is exactgb@ms, then it becomes difficult to classify as krma commercial

guantity.
» Section 50- Presence of Gazetted Officer

This section makes presence of Gazatted Officerdatany during investigation & recovery but it becesn
practically quite difficult for the investigatingf@ers to have Gazatted Officer present duringsbarch and recovery, and
it is almost impossible to have a Gazatted Offfmesent at time of chance recovery, and also #dsan give impression
that it is applicable only for the search of thespa not for the luggage which at times becomesakypoint on the part of

investigating officers.
e Section 52A- Pretrial Disposal

This section talks about the pre trial disposathaf materials, which is not applicable to vehickssa result it

becomes the responsibility of the investigatingceff to take care of the vehicle which is practicabt possible.
» Section 100 Police Officers to Arrange Certain Witnesses

Under this section the police officers/Investiggti@fficers are required to arrange for the witheseethe court.
But because of lack of public cooperation it becemeite difficult for them to arrange witnessesnabody comes up on

their own.
» Attimes there is delay in sending samples forftinensic examination.
The drug at times changes its composition withactugse of time.
Prevention Strategies

* India is a signatory to many international convemsi but still the problem lies in the implementatiarea.

Therefore, the conventions and the laws shouldripdied strictly.
» There should be a formation of specialized unitcfdver patrol.

» Internet service providers should provide coordomabf to obtain loop holes and mirror image of geevers of

forensic examination of transactions.
e There should be surveillance teams to regularli the foreign post offices and the courier hubs.

» Tracking of the money laundering channels fromifprecountries should be done on regular basis.
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e Short duration educational and sensitization pnogshould be organized for officers.

e There is lack of awareness among citizen regardinginal nature; therefore there should be campa@n

educate the public.
» Capsule training should be provided to the officers
» Surveillance teams should regularly visit the Fgmgiost office and courier hubs.
CONCLUSIONS

A Haitian proverb says “the fish trust the wated dnis in the water the fish is cooked” the effothen must be
sensitive to the environment, analyze logically aridg to bear creative imagination so that wearead of the criminals.
Drug trafficking now days are the creations of pssionals organized criminals and also the educpézdonals.

Most of the time they are committed through unknawurtes, computers etc.

Today'’s drug trafficking is most serious in dimens and more sophisticated in its modus operarslially, it is
less expensive to prevent crime than to dete€lritne prevention should take precedence over detedhternal controls
alone don't prevent such crimes, prevention measinetude adequate tools, proper training, andrenment that values

honesty.

It could be said that the crime like drug traffielj drug abuse have been committed in the pastg lmaimmitted
in the present and will be committed in the futdtés difficult to foresee a situation in whichette are no such crimes, as
long as human greed persists, such crime will coetito haunt the Nation. As long as opportunitiesawvailable to make
easy money, the creative brains would make attetoptash on it. Crimes on the net need readilyedifit enforcement
solution, effective law for tackling them. Whatriseded is a constant evaluation of systems/proesdar their adequacy

and ruthless adherence to it, supported by detgorerishment for lapses/negligence.
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